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isolation levels



isolation levels

avoid certain types of problems:

dirty read/inconsistent read

lost update

unrepeatable read



dirty/inconsistent read

seeing updates from uncommitted TXN



SELECT SUM(budget) ...

✅

✅

❌



lost update

update overwritten by another TXN



W(A, 200)

W(B, 0)

W(B, 200)

W(A, 0)

A = B = 100

A + B = 200 ✅



W(A, 200)

W(B, 200)

W(B, 0)

W(A, 0)

A = B = 100

A = B = 0 ❌



unrepeatable read

two reads give different results



R(A)

W(A, 0)

R(A)

A = 100

A = 100

A = 0



isolation levels

⬇



read uncommitted

Strict 2PL for writes

no locks at all for reads! 



read uncommitted

very fast reads

assumes few/no writes

read accuracy is not critical



isolation levels

⬇



read committed

Strict 2PL for writes

on-demand read locks (not 2PL!)

lock → R → unlock

no dirty reads, possible unrepeatable reads



W(A, 0)

L(A), R(A)

COMMIT, U(A)

no dirty reads



possible unrepeatable reads

L(A),R(A),U(A)

L(A),W(A),U(A)

L(A),R(A),U(A)



read committed

guarantee read result is valid at some point

useful for online shops



isolation levels

⬇



repeatable read

Strict 2PL write locks

Strict 2PL read locks

conflict serializable!

but not serializable???





R(A), R(B)

W(C)

R(A), R(B), R(C)

SELECT *

SELECT *

INSERT

the phantom problem



the phantom problem

conflict serializable → serializable w/o inserts

solution: lock entire table



L(T), R(T)

L(T), W(C)

R(T), C, U(T)

SELECT *

SELECT *

the phantom problem



isolation levels

⬇











INSERT INTO students (id, 'name');

111 ...

123 Robert'); DROP TABLE Students;--

145 ...

id name

INSERT INTO students (id, 'Robert');  
DROP TABLE Students;--');



SELECT * FROM user 
 WHERE name = 'x' 
   AND password = 'y'

attack: return all users 
hint:   use UNION / OR



solution to SQL injection

parameterized queries

prepared statements

access control



passwords

NEVER store passwords in plain text!



hash functions

<latexit sha1_base64="beLTbQaxunNaqMIOAre9Qs9U1Zs=">AAACA3icbVDLSgMxFM3UV62vUXe6CRah3ZQZkepGKLpxWcE+oB1KJs20oUlmSDLSYSi48VfcuFDErT/hzr8xbWehrQcuHM65l3vv8SNGlXacbyu3srq2vpHfLGxt7+zu2fsHTRXGEpMGDlko2z5ShFFBGppqRtqRJIj7jLT80c3Ubz0QqWgo7nUSEY+jgaABxUgbqWcfjeEVTGCXcrONKDgsjctGGZaScs8uOhVnBrhM3IwUQYZ6z/7q9kMccyI0ZkipjutE2kuR1BQzMil0Y0UihEdoQDqGCsSJ8tLZDxN4apQ+DEJpSmg4U39PpIgrlXDfdHKkh2rRm4r/eZ1YB5deSkUUayLwfFEQM6hDOA0E9qkkWLPEEIQlNbdCPEQSYW1iK5gQ3MWXl0nzrOJWK9W782LtOosjD47BCSgBF1yAGrgFddAAGDyCZ/AK3qwn68V6tz7mrTkrmzkEf2B9/gCcCJWX</latexit>

x = y =→ h(x) = h(y)
<latexit sha1_base64="SWP0+hCvk15uzzWok1SBqK2Vnh4=">AAACCXicbVC7SgNBFJ31GeMramkzGISkCbsi0TJoYxnBPCAbwuzkbjJkZnadmZUsIa2Nv2JjoYitf2Dn3zh5FJp44MLhnHu5954g5kwb1/12VlbX1jc2M1vZ7Z3dvf3cwWFdR4miUKMRj1QzIBo4k1AzzHBoxgqICDg0gsH1xG88gNIskncmjaEtSE+ykFFirNTJ4SH2JdzjFPtM2IWgcb8wLM7EfiEtdnJ5t+ROgZeJNyd5NEe1k/vyuxFNBEhDOdG65bmxaY+IMoxyGGf9RENM6ID0oGWpJAJ0ezT9ZIxPrdLFYaRsSYOn6u+JERFapyKwnYKYvl70JuJ/Xisx4WV7xGScGJB0tihMODYRnsSCu0wBNTy1hFDF7K2Y9oki1NjwsjYEb/HlZVI/K3nlUvn2PF+5mseRQcfoBBWQhy5QBd2gKqohih7RM3pFb86T8+K8Ox+z1hVnPnOE/sD5/AH0IJiZ</latexit>

x →= y =↑ h(x) →= h(y)
<latexit sha1_base64="/YQXXCLMa5pFVrBlzqJSaLoenpI=">AAACEHicbVC7SgNBFJ2NrxhfUUubwSBumrArEm2EoI1lBPOA7BJmJ7PZIbMPZu5KlpBPsPFXbCwUsbW082+cPApNPHDhcM693HuPlwiuwLK+jdzK6tr6Rn6zsLW9s7tX3D9oqjiVlDVoLGLZ9ohigkesARwEayeSkdATrOUNbiZ+64FJxePoHrKEuSHpR9znlICWusVTRzAfTFw3A3NYxlc4MLNyGTskSWQ8xBZ2JO8HUO4WS1bFmgIvE3tOSmiOerf45fRimoYsAiqIUh3bSsAdEQmcCjYuOKliCaED0mcdTSMSMuWOpg+N8YlWetiPpa4I8FT9PTEioVJZ6OnOkECgFr2J+J/XScG/dEc8SlJgEZ0t8lOBIcaTdHCPS0ZBZJoQKrm+FdOASEJBZ1jQIdiLLy+T5lnFrlaqd+el2vU8jjw6QsfIRDa6QDV0i+qogSh6RM/oFb0ZT8aL8W58zFpzxnzmEP2B8fkDMYmaNQ==</latexit>

(P (h(x) = h(y)) → 0)

<latexit sha1_base64="naB49ZOuhZwAmMb+VU5eYhh2a6w=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBahvZREpHosevFmBfsBbSib7aZdutnE3U2xhP4OLx4U8eqP8ea/cZvmoK0PBh7vzTAzz4s4U9q2v63c2vrG5lZ+u7Czu7d/UDw8aqkwloQ2SchD2fGwopwJ2tRMc9qJJMWBx2nbG9/M/faESsVC8aCnEXUDPBTMZwRrI7l++amCekygu7JT6RdLdtVOgVaJk5ESZGj0i1+9QUjigApNOFaq69iRdhMsNSOczgq9WNEIkzEe0q6hAgdUuUl69AydGWWA/FCaEhql6u+JBAdKTQPPdAZYj9SyNxf/87qx9q/chIko1lSQxSI/5kiHaJ4AGjBJieZTQzCRzNyKyAhLTLTJqWBCcJZfXiWt86pTq9buL0r16yyOPJzAKZTBgUuowy00oAkEHuEZXuHNmlgv1rv1sWjNWdnMMfyB9fkDQIOQeg==</latexit>

f(x) → O(1)
<latexit sha1_base64="AxTwQ5Fa8SMrll82FgzuHY3BaPc=">AAAB/XicbVDJSgNBEK2JW4xbXG5eGoOQHAwzQaLHoBdPGsEskI2eTk/SpKdn6O4R4xD8FS8eFPHqf3jzb+wsB018UPB4r4qqem7ImdK2/W0llpZXVteS66mNza3tnfTuXlUFkSS0QgIeyLqLFeVM0IpmmtN6KCn2XU5r7uBy7NfuqVQsEHd6GNKWj3uCeYxgbaRO+sBrxyfOKPuQQ00m0E220L7OddIZO29PgBaJMyMZmKHcSX81uwGJfCo04ViphmOHuhVjqRnhdJRqRoqGmAxwjzYMFdinqhVPrh+hY6N0kRdIU0Kjifp7Isa+UkPfNZ0+1n01743F/7xGpL3zVsxEGGkqyHSRF3GkAzSOAnWZpETzoSGYSGZuRaSPJSbaBJYyITjzLy+SaiHvFPPF29NM6WIWRxIO4Qiy4MAZlOAKylABAo/wDK/wZj1ZL9a79TFtTVizmX34A+vzB3wbk1I=</latexit>

f
→1(x) → O(2N )

deterministic low collision

easy to compute hard to invert



passwords

NEVER store passwords in plain text!

store hash instead





SELECT * FROM user 
 WHERE name = 'x' 
   AND pw_hash = hash('y')







people are bad at passwords!

reuse pw across sites

commonly used pw



salt = getRandom() 
salted_pw_hash = hash(pw, salt)





privacy laws

HIPPA

GDPR

FERPA



common approach

"de-ID": remove personal identifiable information



common approach

"de-ID": remove personal identifiable information

Latanya Sweeney: not enough!



Re-identification of Mass. Gov. William Weld



health_rec(zip, DoB, sex,  
           diagnosis, procedure, ...)

voter(name, party, ...,  
      zip, DoB, sex, ...)

     ("Weld", "R.", ...,  
      12345, 02-30, M, ...)












